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(10 Marks)  Question One: Multiple Choice 

 

1. OLAP stands for ____. 

a) Online analytical processing b) Online aggregate processing 

c) Online transaction processing  
 

2. The data warehouse used by: 

a) End users b) Front-line workers 

c) Top management  d) Customers 
 

3. The most overlooked people in information security are: ___ 

a) End users b) Secretaries 

c) Executive Assistants d) Janitors and Guards 
 

4. Which of the following is not a characteristic of strong passwords? 

a) They contain special characters b) They are not a recognizable word 

c) They tend to be short so they are easy to remember 
 

5. Unintentional threats to information systems include all of the following except: ___ 

a. Human errors b. Social Engineering 

c. Malicious software d. Opening questionable e-mails 

 

6. _____ are software programs that hide in other computer programs and reveal their designed 

behavior only when they are activated. 

a) Worm b) Spyware 

c) Trojan horse d) Virus 
 

7. A _____ is any danger to which an information resource may be exposed. 

a) vulnerability b) risk 

c) threat  
 

8. A _____ attack uses deception to fraudulently acquire sensitive personal information by 

masquerading as an official e-mail. 

a) Phishing e-mail b) Illegal e-mail 

c) Distributed e-mail  
 

9. Which of the following is designed to use your computer as a launch pad for sending 

unsolicited e-mail to other computers? 

a) Spyware b) Spamware 

c) Adware  
 

10. A ____ is a collection of principles that are intended to guide decision making by members 

of an organization. 

a) Privacy b) Ethics 

c) Code of Ethics  
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(20 Marks)  Question Two: Answer Four (4) Questions Only  

1. Identify four (4) potential threats to the privacy of the personal data stored in different locations; 

illustrate your answer with one example. 

------------------------------------------------------------------------- 
------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

2. Name five (5) of deliberate threats to an information resource. Provide one example. 

------------------------------------------------------------------------- 
------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 
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3. List four (4) of the basic characteristics of data warehouse. 

------------------------------------------------------------------------- 
------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 
4. What are phishing attacks? Support your answer with an example. 

------------------------------------------------------------------------- 
------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 
5. Discuss the impact of the rapid development of computer and communication systems on 

information security. 

------------------------------------------------------------------------- 
------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 

------------------------------------------------------------------------- 
 

End of Questions 

Good luck 


